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What are online harm groups?
Online harm groups (sometimes called ‘Com groups), short for community) are groups of people who use
online platforms to manipulate, control, threaten or exploit others.

They often operate through messaging apps, gaming platforms, channels or servers.

Members may try to gain status from others within the group by sharing evidence of how they have
manipulated or pressured another person online to harm themselves or someone else.

Their behaviour can be illegal and may involve pressuring people to:

Harm themselves or others
Share nude or sexual images or videos
Carry out humiliating acts
Hurt siblings or pets
e Record or livestream the above acts as proof for the group or others to share
Both group members and those targeted are often under 18 year olds.

How does contact lead to harm?

These situations rarely begin with obvious warning signs. Contact often starts as a hormal conversation
about shared interests, games or experiences. Communication can build gradually over time, but may also
increase and intensify quickly. As these relationships develop, some young people may find it difficult to
recognise harmful behaviour or leave the conversation. This may be because the young person may receive
friendship, emotional support, compliments or special attention, helping them feel valued and understood.

Over time, the young person being targeted may begin to be asked personal questions, encouraged to keep
things secret, get requests for images or videos, or be pressured to do things that make them
uncomfortable. Information, images or recordings are later used to threaten, blackmail or control them.

Harm may not always follow this pattern. Some young people may already be struggling or harming
themselves before contact with an online harm group or its members. The group may appear supportive at
first, but over time harmful behaviour may become normalised, encouraged or rewarded. This can make the
harm worse and harder to recognise, both for the young person and for the adults who care for them.

Young people may not react in ways that adults expect. For example, they may stay connected to the
group, downplay what has happened or refuse support. This does not mean they are choosing the abuse;
they are still a victim and need help and protection.



3 things to remember

1. Online harm groups can target any young person, regardless of factors like age or level of online
experience.

2. These situations rarely begin with obvious warning signs. Conversations may start as friendly
chats about games, hobbies, interests or shared experiences.

3. Itis never a young person’s fault. Online harm groups use grooming, manipulation, coercion and
threats. If a young person has been pressured, blackmailed or harmed online, they are not to blame
and there is help available.

How to help protect your child

You don't need to know everything about every app, game or platform to help protect your child online. The
most important thing is to stay involved, keep conversations open, and help them recognise when
something is not right.

You can support your child by:

e Talking regularly about the platforms they're on, online relationships, experiences and who they
interact with.

e Encouraging them to come to you or another trusted adult if they are ever worried or uncomfortable
onlineg, letting them know you won't judge and will help them.

e Helping them recognise manipulation tactics, such as pressure. This may include:

feeling rushed into making decisions or responding

being dared or challenged to prove themselves

being made to feel guilty for saying no or leaving

being threatened or blackmailed

being told to keep secrets

being pressured to share images, videos or personal information

someone continuing to contact them after they have tried to end communication
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e Reminding them that true friends respect boundaries, don't make you feel bad or humiliated, and
accept "no" for an answer.

e Reassuring them that they can leave, block and report conversations that make them feel
uncomfortable.

What to look out for

There may be no obvious sign that a young person is being harmed by an online harm group. Some of the
sighs below can have many explanations, while others reflect the particular ways these groups cause harm.
Changes you may notice in a young person's mood, behaviour or online activity could include:

Spending more time online, particularly alone

Becoming focused on a new online relationship or group

Becoming secretive or distressed about their online activity

Receiving unexplained gifts, money or in-game currency

Self-harm injuries - including forming names, usernames, initials, numbers or symbols
Other unexplained injuries, or attempts to keep injuries covered

Unexplained harm to siblings, other children or animals

Fear about leaving an online group



e Pressure to record or livestream harm to themselves

One sigh on its own doesn't mean that a young person has been targeted by an online harm group. Think
about any concerns you have in context and alongside any other changes in their behaviour or online
activity.

What to do if you are concerned

If you believe your child has been targeted or harmed:

1. Stay calm and listen without judgement.

2. Reassure them that they are not in trouble and are not to blame.

3. Encourage them to stop communicating with the person or group.

4. Avoid deleting anything that could be used as evidence.

5. Report what has happened to the police by calling 101, or 999 if there is an immediate risk of harm.

Under 18 year olds can also contact the NCA's CEOP Safety Centre at www.ceop.police.uk.

https://www.ceopeducation.co.uk/parents/articles/online-harm-groups/
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Useful Resources

The Essex Safeguarding Children Board website has resources for parents and carers as well as professionals to
enable them to fully support children and parents.

People can also follow the campaign on the ESCB Eacebook page and https://x.com/EssexSafeguards .

Brook, is a leading Sexual Health and Wellbeing Charity for young people, with over 55 years' experience.

The 2 Johns specialise in delivering bespoke Child Sexual Exploitation Training to professionals, parents and children,
with an aim to totally change the perception that everyone has of 'Stranger Danger'.

The Children’s Society, whose CARE (Children At Risk of Exploitation) service works with children and young adults in
Essex who are at risk of sexual and criminal exploitation, with partners Barnardo'’s offering family support.

The Essex Child and Family Wellbeing Service brings together a range of children’'s community services. Provided by
Virgin Care in partnership with Barnardo’s on behalf of Essex County Council and the NHS.

The Essex Violence and Vulnerability Unit supports direct work with young people at risk of violence, provide training
and development to those who are on the front line and raise awareness with the general public about the dangers of
County Lines.

The Ben Kinsella Trust We educate young people on the dangers of knife crime and help them to make positive
choices to stay safe. Our workshops follow the journey of both the victim and the offender through a series of unique
and immersive experiences to show young people how choices and consequences are intrinsically linked.

Our workshops change young people’s attitudes to knife crime; debunking the myth that carrying a knife will protect
you. They strengthen peer values; ensuring young people give better advice to each other and challenge peers who
are carrying (or thinking of carrying) a knife.

Back to top
Who students can talk to at school
e Form tutor e Senior Leadership Team
e Head of Year e Email worrybox@hrs.education

Mr S Emberton - Safeguarding Lead (Secondary
Phase)

e Pastoral Leaders


https://www.ceop.police.uk/Safety-Centre/
https://www.ceopeducation.co.uk/parents/articles/online-harm-groups/
https://www.escb.co.uk/campaigns/online-safety/
https://www.facebook.com/ESCBSafeguards
https://twitter.com/EssexSafeguards
https://x.com/EssexSafeguards
https://www.brook.org.uk/
http://www.esafetytraining.org/
https://www.childrenssociety.org.uk/east/services/children-at-risk-of-exploitation
https://essexfamilywellbeing.co.uk/
https://www.essexvvu.co.uk/
https://benkinsella.org.uk

e Class teacher
e Student reception
e learning Support Assistants

Mrs H Grant-Bampton - Deputy Safeguarding
Lead (Secondary Phase)

Mrs J Hone (Primary Phase)

Miss J Crawford (Primary Phase)

Problems outside school?

Worried or Frightened?

Concerned about a friend?

You can also speak to:
Form tutor

Head of Year

Pastoral Leaders

Class teacher

Student reception

Learning Support Assistants
Senior Leadership Team

ALL STAFF ARE
SAFEGUARDING TRAINED
AND THERE ARE
DESIGNATED STAFF IN
SCHOOL WHO CAN HELP
YOU

g/worried >}

Safeguarding at Helena Romanes
School

We are here fo help
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If you are feeling sad, upset,
hurt or worried, please talk
to our team.

Mrs Grant-Bampton Mr Emberton

Senior Safeguarding officer &
Deputy Safeguarding Lead
Her office is in B Block, first
floor B104, or ask for her in
student reception or e-mail
worrybox@hrs.education

Assistant Head Teacher &
Safeguarding Lead
His office is in B Block first
floor, B100 or ask for him in
student reception, or e-mail
worrybox@hrs.education

Miss Crawford Mrs Hone
Deputy Safeguarding Lead Designated Safeguarding Lead
worrybox@hrs.education worrybox@hrs.education
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Helena Romanes Child Protection Policy: Child Protection & Safeguarding Policy

Online safety advice & information for parents

Childnet - online safety Childnet - Childnet

Educateagainsthate provides practical advice and support on protecting children
from extremism and radicalisation Educate Against Hate - Prevent Radicalisation & Extremism

NSPCC Online Safety for Children - Tips & Guides
Dedicated NSPCC helpline 0800 136 663

The helpline will provide both children and adults who are potential victims of sexual abuse in schools with the
appropriate support and advice.

This includes how to contact the police and report crimes if they wish. The helpline will also provide support to parents
and professionals too.

Dedicated helpline for victims of abuse in schools



https://www.helena-romanes.essex.sch.uk/attachments/download.asp?file=974&type=pdf
https://www.childnet.com/
https://educateagainsthate.com/
https://www.nspcc.org.uk/keeping-children-safe/online-safety/
https://www.nspcc.org.uk/about-us/news-opinion/2021/sexual-abuse-victims-schools-helpline/

Use of social media for online radicalisation - How social media is used to encourage travel to Syria and Iraq The
use of social media for online radicalisation

UK Council for Internet Safety UK Council for Internet Safety

UK Safer Internet Centre UK Safer Internet Centre - Online Safety Tips, Advice and Resources | Safer Internet Centre

Commonsensemedia provide independent reviews, age ratings, & other
information about all types of media for children and their parents Common Sense Media: Age-Based Media Reviews

for Families
Internet Matters provide age-specific online safety checklists, guides on how to set
parental controls on a range of devices, and a host of practical tips to help children

get the most out of their digital world Information, Advice and Support to Keep Children Safe Online

Let’s Talk About It provides advice for parents and carers to keep children safe
from online radicalisation Staying Safe Online

London Grid for Learning provides support for parents and carers to keep their
children safe online Home Page - London Grid for Learning

Stopitnow resource from The Lucy Faithfull Foundation can be used by parents
and carers who are concerned about someone’s behaviour, including children who
may be displaying concerning sexual behaviour (not just about online)

Stop It Now! UK and Ireland | Preventing child sexual abuse

National Crime Agency/CEOP Thinkuknow provides support for parents and
carers to keep their children safe online - https://www.thinkuknow.co.uk/

Net-aware provides support for parents and carers from the NSPCC and O2,
including a guide to social networks, apps and games - https://www.net-aware.org.uk/

Apps, games and social media sites reviews for parents

Internet Watch Foundation The IWF is a not-for-profit organisation that works towards the global elimination of
child sexual abuse images and videos online. We help to make the internet a safer place for children and adults across

the world. https://talk.iwforg.uk/

Parentzone provides help for parents and carers on how to keep their children
safe online https://parentzone.org.uk/home

Parent info from Parentzone and the National Crime Agency provides support and

guidance for parents from leading experts and organisations - https:/parentinfo.org/

Breck Foundation The Breck Foundation is a charity founded by Lorin LaFave after the tragic loss of her 14-year old
son, Breck Bednar, in 2014, through online grooming.

Breck was groomed while enjoying his passions of computing and gaming.

We want to ensure that no child is harmed through grooming and

exploitation while enjoying their time on the internet. Prevention through education is essential.

About Us | Breck Foundation
Internet browsing history checks:
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https://www.gov.uk/government/publications/the-use-of-social-media-for-online-radicalisation
https://www.gov.uk/government/publications/the-use-of-social-media-for-online-radicalisation
https://www.gov.uk/government/organisations/uk-council-for-internet-safety
https://www.saferinternet.org.uk/
https://www.commonsensemedia.org/
https://www.commonsensemedia.org/
https://www.internetmatters.org/
https://www.ltai.info/staying-safe-online/
https://www.lgfl.net/default.aspx
https://www.stopitnow.org.uk/
https://www.thinkuknow.co.uk/
https://www.net-aware.org.uk/
https://www.net-aware.org.uk/networks/?page=2
https://talk.iwf.org.uk/
https://parentzone.org.uk/home
https://parentinfo.org/
https://www.breckfoundation.org/about-us
https://r1.dotdigital-pages.com/p/5D0Q-5XX/porn-websites?dm_i=5D0Q,AXHJ,3QY95R,18SAO,1

Parent guides to popular social media platforms

What is WhatsApp? A safety guide for parents |

https://www.internetmatters.org/advice/apps-and-
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https://www.internetmatters.org/resources/whatsapp-safety-a-how-to-guide-for-parents/
https://www.internetmatters.org/resources/whatsapp-safety-a-how-to-guide-for-parents/
https://www.internetmatters.org/advice/apps-and-platforms/social-media/instagram/
https://www.internetmatters.org/advice/apps-and-platforms/social-media/instagram/
https://www.internetmatters.org/advice/apps-and-platforms/social-media/snapchat/
https://www.internetmatters.org/advice/apps-and-platforms/social-media/snapchat/
https://www.internetmatters.org/advice/apps-and-platforms/social-media/x-formerly-twitter/
https://www.internetmatters.org/advice/apps-and-platforms/social-media/x-formerly-twitter/
https://www.internetmatters.org/advice/apps-and-platforms/social-media/tiktok/
https://www.internetmatters.org/advice/apps-and-platforms/social-media/tiktok/
https://www.internetmatters.org/advice/apps-and-platforms/entertainment/youtube-and-youtube-kids/
https://www.internetmatters.org/advice/apps-and-platforms/entertainment/youtube-and-youtube-kids/
https://www.internetmatters.org/advice/apps-and-platforms/entertainment/youtube-and-youtube-kids/
https://www.internetmatters.org/advice/apps-and-platforms/social-media/pinterest/
https://www.internetmatters.org/advice/apps-and-platforms/social-media/pinterest/
https://www.internetmatters.org/advice/apps-and-platforms/entertainment/twitch/
https://www.internetmatters.org/advice/apps-and-platforms/entertainment/twitch/
https://www.internetmatters.org/advice/apps-and-platforms/social-media/telegram-messenger/
https://www.internetmatters.org/advice/apps-and-platforms/social-media/telegram-messenger/
https://www.internetmatters.org/advice/apps-and-platforms/social-media/signal/
https://www.internetmatters.org/advice/apps-and-platforms/social-media/signal/
https://www.internetmatters.org/advice/apps-and-platforms/entertainment/kick-streaming/
https://www.internetmatters.org/advice/apps-and-platforms/entertainment/kick-streaming/
https://www.internetmatters.org/advice/apps-and-platforms/entertainment/onlyfans/
https://www.internetmatters.org/advice/apps-and-platforms/entertainment/onlyfans/
https://www.internetmatters.org/advice/apps-and-platforms/entertainment/microsoft-copilot/
https://www.internetmatters.org/advice/apps-and-platforms/entertainment/microsoft-copilot/
https://www.internetmatters.org/advice/apps-and-platforms/entertainment/microsoft-copilot/
https://www.internetmatters.org/advice/apps-and-platforms/entertainment/chatgpt/
https://www.internetmatters.org/advice/apps-and-platforms/entertainment/chatgpt/
https://www.internetmatters.org/advice/apps-and-platforms/entertainment/chatgpt/
https://www.internetmatters.org/advice/apps-and-platforms/entertainment/google-gemini/
https://www.internetmatters.org/advice/apps-and-platforms/entertainment/google-gemini/
https://www.internetmatters.org/advice/apps-and-platforms/entertainment/google-gemini/
https://www.kidsaitools.com/en/articles/is-claude-ai-safe-for-kids
https://www.kidsaitools.com/en/articles/is-claude-ai-safe-for-kids
https://www.internetmatters.org/advice/apps-and-platforms/entertainment/character-ai/
https://www.internetmatters.org/advice/apps-and-platforms/entertainment/character-ai/
https://www.internetmatters.org/advice/apps-and-platforms/entertainment/character-ai/
https://www.internetmatters.org/advice/apps-and-platforms/entertainment/meta-ai/
https://www.internetmatters.org/advice/apps-and-platforms/entertainment/meta-ai/
https://www.internetmatters.org/advice/apps-and-platforms/entertainment/meta-ai/

Under-18s who want nude pictures or videos of themselves removed from the internet can now report the images

through an online tool.
The service - from the Internet Watch Foundation and Childline - aims to help children who have been groomed, or
whose partners have posted photos of them online.

REPORT
REMOLE

Nude image of you online?
We can help take it down.

childline Call08001111 0 About us v

ONUNE, ON THE PHONE, ANYTIME

Your locker @

signin

here / Home / Info ivice / Bullying, a the law / Online and mobile safety Search Childline_ O

To access the Report Remove facility on the childline website please use the link below:

rt Remove: Remove a hude im hared onlin
ki et Star Resources and Support  AboutUs  Parficipants  FAQ M
rekeooun D oo What is Take It Down?
Take It D m Take It Down is a free service that can help you remove or stop
t o - . . ..
HQ e. o;vn line i \\//‘, the online sharing of nude, partially nude, or sexually explicit
aving nudes online is scary, — . .
but ’rhegre is hope fo get it ’quyen — images or videos taken of you when you were under 18 years
down : . \ old. You can remain anonymous while using the service and you
won't have to send your images or videos to anyone. Take It

This service is one step you can take to help remove R h .
online nude, partially nude, or sexually explicit photos Down will work on public or unencrypted online platforms that
and videos taken before you were 18. L
have agreed to participate.
Get Started + ’(m

It's scary when this happens to you, but it can happen to anycne.
You've taken the first step, and we're here to help you with the
next steps. Take |t Down is a service provided by the National
Center for Missing & Exploited Children.

https:/[takeitdown.ncmec.org/

CLICK CEOP
Internet Safety

CEOP

There is a button to CEOP on the school website:https://www.helena-romanes.essex.sch.uk/

CEOP helps young people who are being sexually abused or are worried that someone they've met is trying to abuse
them. If you've met someone online, or face to face, and they are putting you under pressure to have sex, asking to
share images or making you feel uncomfortable you should report to CEOP.

This might be someone:

Making you have sex when you don't want to

Chatting about sex online

Asking you to meet up face to face if you've only met them online

Asking you to do sexual things on camera


https://www.childline.org.uk/info-advice/bullying-abuse-safety/online-mobile-safety/remove-nude-image-shared-online/
https://www.childline.org.uk/info-advice/bullying-abuse-safety/online-mobile-safety/remove-nude-image-shared-online/
https://takeitdown.ncmec.org/
https://takeitdown.ncmec.org/
https://www.helena-romanes.essex.sch.uk/

e Asking for sexual pictures of you
e Making you feel worried, anxious or unsafe

If this is happening to you, or you're worried that it might be, you can report this to CEOP

www.ceop.police.uk/safety-centre

Back to top

Mental Health Support resources for parents

Exam Stress

The following link covers a wide-range of tips to keep students mentally healthy.
Supporting Your Child during Exam Time (Young Minds)

Exam Time & Exam Stress | Parents Guide To Support

Young Minds https://youngminds.org.uk/

SET CAMHS NHS Instagram
Essex CAMHS (@set_camhs_nhs) ¢ Instagram photos and videos

Instagram account to provide advice and support to young people experiencing mental health issues. Please
encourage your children to follow the account where they will be able to access early intervention advice and support.

MindEd is a free educational resource on children and young people's mental health for all adults: MindEd
Hub

Safe and reliable advice about young people’s mental health, created by experts and parents together:
Safe and reliable advice about young people's mental health, created by experts and parents together

NHS Mental Health Charities directory: Mental health charities and organisations

Parent zone 10 mental wellbeing apps for all the family:

https://parentzone.org.uk/article/10-mental-wellbeing-apps-all-family

Heads together Heads Together

Shout Shout: Home

The Mix The Mix - Essential support for under 25s

Kooth Kooth | Home


http://www.ceop.police.uk/safety-centre
https://youngminds.org.uk/find-help/for-parents/parents-guide-to-support-a-z/parents-guide-to-support-exam-time/
https://youngminds.org.uk/
https://www.instagram.com/set_camhs_nhs/
https://www.minded.org.uk/
https://www.minded.org.uk/
https://www.mindedforfamilies.org.uk/young-people
https://www.nhs.uk/conditions/stress-anxiety-depression/mental-health-helplines/
https://parentzone.org.uk/article/10-mental-wellbeing-apps-all-family?utm_source=Parent+Zone+Newsletter&utm_campaign=003358604d-EMAIL_CAMPAIGN_2020_05_28_10_20&utm_medium=email&utm_term=0_1ee27d9000-003358604d-178780805
https://www.headstogether.org.uk/
https://www.giveusashout.org
https://www.themix.org.uk
https://www.kooth.com

SAM - Anxiety management HeadSpace - Meditation & Sleep

HEADSPACE

Calm harm - Calm Harm is a free app to help teenagers Clear Fear - learn to reduce the physical responses to

manage the urge to self-harm. threat as well as changing thoughts and behaviours and
O releasing emotions.
o I

CLEARFEAR

‘Breethe’ - Meditation/Anxiety

Back to top

Safeguarding Support resources for parents

Safeguarding when learning to drive.

We are aware that from time to time, concerns are raised by older students and their parents in West Essex about
inappropriate conduct of driving instructors. We have been given the following information to help to safeguard those
accessing driving lessons:

Learn riv r: - GOV.UK

Find driving schools, lessons and instructors - GOV.UK (all instructors on the list will have had a DBS check and passed
all the qualification tests to become an instructor)

Complain about a driving instructor - GOV.UK

Parent line family support: Parentline family support and bullying helpline

Domestic Abuse support: #Reachln

Back to top
Welfare Support resources for parents
Essex Welfare Support Service: https://essexwelfareservice.org/

Essex Welfare Service (EWS)

The EWS, a service to help vulnerable people in the community in need of support and unable to access it at this time:
essexwelfareservice.org Parents are able to ‘self-refer’ if they are experiencing difficulties

EWS Contact details:



https://www.gov.uk/learn-to-drive-a-car
https://www.gov.uk/find-driving-schools-and-lessons
https://www.gov.uk/complain-about-a-driving-instructor
https://www.familylives.org.uk/how-we-can-help/confidential-helpline/
https://safelives.org.uk/reach-in
https://essexwelfareservice.org/
https://eur02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.essexwelfareservice.org.uk%2F&data=02%7C01%7C%7Cc07a65ddfb2340a9afc008d7e10ae88d%7Ca8b4324f155c4215a0f17ed8cc9a992f%7C0%7C0%7C637225309763208336&sdata=Xn66ZUZsfm7OArOCH8f0iUfGBGcYHGTEq4rPmWYrQRM%3D&reserved=0
https://essexwelfareservice.org/

Phone: 0300 303 9988
Email: provide.essexwelfareservice@nhs.net

Website: essexwelfareservice.org

Opening hours: Monday to Friday, 8am to 7pm Saturday and Sunday, 10am to 2pm

Uttlesford Frontline support.

Uttlesford

Frontline is a community project to help you and frontline workers to quickly find health and wellbeing services in your
local area.

Services available
The Frontline has information on services for:

families

older people

mental health and psychological support
transport

health and wellbeing

disability support

addiction help

How it works
You can refer yourself through the website or app or speak to someone who can refer you through to an appropriate
service.

Website
Go to the Uttlesford Frontline website - Uttlesford Frontline

Telephone
Telephone: 01799 618855

Email
Email: info@frontlinereferrals.org.uk

Address
Frontline Referrals
Barnards Yard

Essex
CB11 4EB

Back to top


mailto:provide.essexwelfareservice@nhs.net
https://eur02.safelinks.protection.outlook.com/?url=http%3A%2F%2Fwww.essexwelfareservice.org%2F&data=02%7C01%7C%7Cc07a65ddfb2340a9afc008d7e10ae88d%7Ca8b4324f155c4215a0f17ed8cc9a992f%7C0%7C0%7C637225309763218332&sdata=9wJRqDafBQtgg47UM5cGtLBMeEdz%2FBcz60OFijUZJeQ%3D&reserved=0
https://essexwelfareservice.org/
https://uttlesford.essexfrontline.org.uk/#maincontent
mailto:info@frontlinereferrals.org.uk
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